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Saltmarsh, Cleaveland & Gund
ABOUT THE FIRM

Saltmarsh is one of the largest locally-owned CPA and business advisory firms in the Southeast, serving SERVICES OFFERED

clients throughout the U.S. and worldwide from offices across Florida and in Nashville, Tennessee. Audit & Assurance | Business Valuation | Financial Institution Consulting |

Financial Planning | Flexible Spending Plan Administration | Healthcare
Consulting | Human Resources Consulting | Information Technology
Consulting | Investment Management | Litigation & Dispute Advisory |
Managed IT Services | Outsourced Accounting Solutions | Research &
[

AFFILIATIONS Development Tax Credits | Retirement Plan Administration | Tax Compliance
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Annual Technology Review-
Cybersecurity

* Notable Breaches

« Ransomware Evolution
« Supply Chain Attacks

« Exchange, SonicWall

 Insurance (wire fraud,
Cyber)

e Incident or Not

Colonial
Pipeline
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Annual Technology Review -
Cybersecurity

« API's / 4™ Party Risk

* New Identifier - Cell Phone
Number (In our emails)
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Annual Technology Review - Digital

Trends

« 76% using digital banking
| | - Digital Wallet is herel
Viewing P o'iiu:fbcliii:: 32;% o By 2025 a qugrfer of the

Transferring funds between accounts 31%

2% population will have an
Paarcto-paer payman S s account at a neobank

Finding nearby ATMs - 8%
Cardless ATM withdrawal 6%

"When using your primary bank’s mobile app, which feature
have you found to be the most valuable within the last year?"

“fintech firms that offer apps, software and

Budgeting and tracking tools 5%

None of these Jll 3% other technologies to streamline mobile
GRS "‘T:"’:"h'y b'; ’“k°b“e°p‘t’ - % and online banking. These fintechs
. generally specialize in particular financial
*Percentage of respondents who rank the feature as one of their top three most valuable within the last year. prOductS’ |ike CheCking and S aVingS

— accounts” - Forbes
e R A 2 Forbes Aovisor
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Annual Technology Review-
Regulatory

ISSUED:
Tech Handbook - AIO Booklet (FFIEC June 30)

Current terminology/concepts
Data (classify, restrict, manage, understand)

Cloud (shadow IT)
Governance
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Annual Technology Review -
Regulatory

ISSUED:

Authentication and Access 1o Financial Institution Services
and Systems (FFIEC August 11, 2021)

Risk Assess - Authentication/Access (layered +MFA)
Monitor/Log/Report activity

Data Aggregators and CPE's

Customer Training
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Annual Technology Review -
Regulatory

PROPOSED:
(FFIEC July 13 )Guidance 3@ Party: Risk Management

Confractual Considerations
Due Diligence Criteria
Subcontracts (4™ Party Risk])

“as appropriate, conduct similar due diligence
on the third party’s critical subcontractors”
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Annual Technology Review -
Regulatory

More information requested on:

Artificial Intelligence

Digital Assets (Crypto)

Remote Exams (FDIC is looking for feedback FIL 56-2021)

* Reminder:
* FedlLine Resiliency Program (Due December 31, 2021)
« LIBOR going away.
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Annual Technology Review - Covid
and the Future

HOW WE GOT HERE; How many of you repurposed old machines and sent them home.
Several (no laptops). How many of us still have an employee or two working remotely, will
leave a department or key employee remote

« Increased remote access requirements forced Move to laptops
* no longer behind firewalls
« Systems interact with unknown networks
* Increased need for user training around portable systems

« Need for better endpoint-based security conftrols

» Drive for 24/7 monitoring of endpoint devices

« Challenge in controlling physical inventory of devices
» Disk Encryption

« Challenges with MFA

« How do we deliver remote capabilities.
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Annual Technology Review - Covid
and the Future

Will we allow remote work? Some days a week, will we
allow some individuals to be remote long term/forever

How will our policies adapt

How will our HR adapt

How will our Compliance adapt (GLBA)
How will our Exams adapt
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Contact

Jason Keith, CIA, CISA, RP Stephen Reyes, CISSP, CISA, PA

Senior Technology Risk Consultant Shareholder

Stephen.Reyes@Scaltmarshcpa.com
(850) 435-8300
(800) 477-7458

Jason.Keith@saltmarshcpa.com
(850) 435-8300
(800) 477-7458
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